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nonprofit corporation, has supported and advocated for high- 
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children. Working at the intersection of healthcare and 
education, SBHA is recognized as a leader in the field and a 
source of information on best practices by philanthropic, 
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01 
Introduction 

Partnerships between schools and community 
healthcare organizations are a powerful 
collaboration to support healthy students in 
achieving their full potential. School-Based Health 
Centers (SBHCs) are an effective and equitable 
model for providing comprehensive, integrated 
healthcare in the school setting to improve student 
education and health outcomes.¹ 

Working across these two distinct and complex 
systems—healthcare and schools—can be 
challenging. A key priority identified by the 
School-Based Health Alliance (SBHA) is to guide 
the SBHC field on navigating federal privacy laws 
that apply to both education and healthcare 
entities: specifically the Health Insurance 
Portability and Accountability Act (HIPAA) and 
the Family Educational Rights and Privacy Act 
(FERPA). 

SBHA is proud to partner with the National Center 
for Youth Law to offer this resource guide on 
HIPAA, FERPA, and how they affect information 
sharing and confidentiality protection in school 
settings. These resources aim to support efforts to 
strengthen and expand partnerships between 
schools and SBHCs, resulting in better care and 
better futures for all students. 

HOW TO USE THIS GUIDE 
This guide is intended as a broad overview of the 
privacy rules under HIPAA and FERPA. Because 
state and other laws also influence confidentiality 
and information sharing, this guide cannot answer 
whether and when information may or may not be 
shared in every situation. Instead, this guide 
provides a starting point for general learning and 
sufficient information so that readers can start 
important conversations with their legal counsel. 
We advise any SBHC, education system, or 
healthcare organization seeking specific legal 
guidance in their state to contact legal counsel. 

This document provides information and does not 
provide legal advice or guidance. The guide should 
be used as a reference only and not as a substitute 
for advice from legal counsel. The information in 
this document is current as of March 2023, but 
laws change. Legal counsel should review 
materials to ensure they are up to date when used 
any time after March 2023. 
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1.            Why is it important to protect the 
           confidentiality of students’ health 
information?  Privacy is an essential part of 
recognizing the unique dignity of patients as 
persons and a precondition to personal autonomy. 
Among numerous reasons to protect 
confidentiality for the healthcare communications 
and health information of young people (children 
and adolescents up to age 18 as well as young 
adults ages 18 or older), one of the most 
compelling is to encourage young people and their 
families to seek necessary care on a timely basis 
and to provide a candid and complete health 
history when they do so. The overarching goals of 
confidentiality protection include promoting the 
health of individual young people and public 
health. A key element of reaching these goals is 
ensuring that young people receive needed 
healthcare services. These factors help form the 
underlying rationale for federal and state 
confidentiality laws. 

2.           What are the risks of disclosing 
           confidential health information?  
When students’ confidential healthcare 
information is disclosed without their agreement 
or knowledge, it can lead them and their families 
not to trust healthcare providers. Decades of 
research have demonstrated that privacy concerns 
influence the use of healthcare by young people 
and their families in many ways.²  ³  ⁴ ⁵ ⁶ ⁷ ⁸ ⁹ 

RESEARCH FINDINGS ABOUT PRIVACY 
CONCERNS—PRIVACY CONCERNS 
AFFECT BEHAVIOR AND INFLUENCE 

•  Whether young people and families   
    seek care 

•  When young people and families 
    seek care 

•  Where young people and families  
    seek care 

•  How openly young people and families    
    talk with healthcare providers 

RATIONALE FOR 
CONFIDENTIALITY PROTECTION 
•  Protect health of youth and young adults 

•  Protect public health 

•  Promote positive health behaviors 
    and outcomes 

•  Avoid negative health outcomes 

•  Encourage young people and families 
    to seek needed care 

•  Increase open communication with        
    healthcare providers 

3.           Why is it important to enable 
           sharing of students’ confidential 
health information?  Sharing a student’s health 
information can be an important means of 
protecting their health and avoiding potential 
harm. Sharing can also help to protect the health 
and safety of others in the school and community 
and is sometimes necessary for basic healthcare 
operations. For these reasons, federal and state 
confidentiality laws allow sharing of information 
and records, almost always with the permission or 
release of the young person, the parent, or another 
authorized person, sometimes without explicit 
permission or authorization when specific legal 
exceptions apply. 



BALANCING PRIVACY 
PROTECTION AND SHARING 

•  Consent laws 

•  Federal and state confidentiality laws 

•  Ethical principles 

•  Licensing requirements 

•  Contracts 

•  Best practices and policies of agency 
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4.           What shapes the balance of 
           information sharing vs. 
confidentiality?  Multiple sources of law, ethics, 
and policy determine the balance between 
maintaining the confidentiality of health 
information and sharing it. Understanding each of 
these and how they intersect is essential. 

CONSENT FOR CARE 
vs CONSENT TO RELEASE 
INFORMATION 

CONSENT FOR CARE 
Granting permission to engage 
in health service 

CONFIDENTIALITY ATTACHES 
TO THE INFORMATION 
Services are delivered and 
information is protected 

"CONSENT" TO RELEASE 
INFORMATION 
Granting permission to release 
otherwise protected information 

5. What is the difference between     
            consent for health care, 
confidentiality, and consent to release 
information?  Although “consent and 
confidentiality” are often assumed to go hand in 
hand or to be identical, they refer to distinct legal 
concepts; even “consent” refers to different legal 
requirements. Consent for care means granting 
permission to a provider to engage in a health 
test, exam, or service. A healthcare provider 
generally must obtain consent before providing 
care. 

Adults (18 years or older) typically consent to their 
own healthcare. Federal and state laws and court 
decisions help establish which individuals have the 
legal authority to provide consent on behalf of 
minors (young people under 18 years old), 
sometimes including minors themselves. (See page 
30 for more on minor consent laws.) 

Once a provider delivers health services, 
information about the care is confidential. 
Confidentiality laws control the release of this 
information. Confidentiality laws sometimes 
require consent to release healthcare information 
and specify which individuals may or must sign 
that authorization in a process distinct from 
obtaining consent for the care. Often, the person 
with authority to consent for care is the same 
person with authority to sign for the release of 
information—but not always. 

6. Which federal laws may protect  
           (or limit) the confidentiality of 
students’ health information? Many federal 
laws affect the confidentiality of students’ health 
information, either protecting it from disclosure or 
requiring it to be shared. The two laws that this 
document focuses on are the privacy regulations 
under the Health Insurance Portability and 
Accountability Act (the HIPAA Privacy Rule) and 
the Family Educational Rights and Privacy Act 
(FERPA). Numerous other laws are important and 
may be relevant in specific situations, but a 
detailed discussion of them is beyond the scope of 
this resource guide. 
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FEDERAL HEALTH PRIVACY 
AND CONFIDENTIALITY LAWS 

•  HIPAA Privacy Rule 

•  HIPAA Security Rule 

•  FERPA 

•  Individuals with Disabilities  
    Education Act (IDEA) 

•  42 C.F.R. Part 2 Substance Use 
    Disorder Confidentiality Rules 

•  21st Century Cures Act & 
    Information Blocking Rule 

•  Title X Family Planning Program 

•  Federally Qualified Health    
    Centers (FQHC) 
•  HIV/Ryan White 

7. Which state laws may protect (or 
            limit) the confidentiality of 
students’ health information?  Many state 
laws also affect the confidentiality of students’ 
health information, either protecting it from 
disclosure or requiring it to be shared. These 
include general state medical confidentiality laws 
and confidentiality laws that protect information 
related to services for specific health concerns, 
such as mental health, substance use, sexually 
transmitted infection, and HIV; state minor consent 
laws; state education codes; state funding program 
requirements; and state insurance laws. This 
document will not include a complete discussion of 
these laws but will explain how they are relevant in 
the interpretation and application of HIPAA and 
FERPA, including when they 
supersede state law. 
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